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Abstract

The study aims to clarify the concept of cybersecurity and the importance it
holds in both the educational process and religious values. It also explains the
international mechanisms for reducing cyberattacks and achieving
cybersecurity that preserve State security. Consequently, the research problem
lies in results, risks, and threats that have a detrimental impact on basic
educational values in any society. Moreover, it discusses the negative effects
of the Internet on ethics, social relations, and social cohesion. It illustrates the
risks to children's development and protection due to unethical information
and behaviors in view of the widespread use of cyberspace by school and
university students; in particular, some States have relied on e-education in
their education systems. The researcher has adopted an analytical-descriptive
approach. The research concluded a set of findings, of which the most
important is that cybersecurity is a set of technical, organizational, and
administrative tools that are used to prevent unauthorized use, misuse, and
recovery of electronic information, communications, and information systems
contained therein. Furthermore, cybersecurity aims to ensure the availability
and continuity of information systems to promote the protection,
confidentiality, and privacy of personal data and to take all necessary
measures to protect citizens and consumers from risks in cyberspace. In
addition, the significant interest in cybersecurity in education has led to rapid
and robust movements at high levels. Therefore, specialized government and
special colleges have been established in this area, and some cyber units have
emerged in a range of Arab universities. Finally, the researcher
recommended the importance of spreading awareness of the risks faced by an
individual when using personal devices, when storing or transmitting
confidential information, how to preserve this information from hacking, and
always developing and updating information, technical software, and
applications so as to identify the precise techniques that have been used to
detect crimes and their perpetrators.

Keywords: Cybersecurity, Educational Process, Religious Values.
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(1)Dubicka B, Theodosiou L. (2020, January). Technology use and the mental health of
children and young people. Royal College of Psychiatrists, College Report 225, P27.
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