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Abstract 

The rapid growth of internet and ICT has led to increase the amount of exchanged information over the internet and as a result, the 

research of information security technique is becoming more and more important. Various methods including cryptography, steganography, 

coding, etc. are used for protecting important information. Cryptography is the process of changing the original information into unreadable 

from, while Steganography is the process of hiding secret information in a cover media such as image or sound. In this paper, a new image 

steganography and encryption scheme is proposed. First, the secret message is hidden inside a cover image, and then the resulted 

steganographic image is encrypted. The main advantages of the proposed scheme are represented in the use of steganography and 

cryptography techniques respectively providing a high level of security since breaking cryptosystem depends on breaking its encryption and 

decryption key. The key is randomly generated in a form of binary matrix which makes it very hard even impossible to be broken. 
Experimental results show that the proposed scheme in this paper has a high security level and better image stego-image quality. 
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1. Introduction  

Today security is the main concern about the 

transmission of information. Information security 

techniques can be classified into two main categories; 

Cryptography and Steganography. Cryptography consists 

of two subprocesses, which are Encryption and Decryption. 

Encryption is the process of converting the original 

information into an unreadable form using encryption key. 

Decryption is the process of recovering the encrypted 

information using decryption key. The strength of a 

cryptography process can usually be determined by how 

difficult it is to obtain the key value [1].   

 Steganography is the process of hiding secret 

information in a cover media so that the existence of the 

information is not apparent [2]. Techniques that are used 

for information hiding today include watermarking [3, 4] 

and steganography [5, 6, 22]. The major concern of 

watermarking is to protect the ownership of a digital 

content, while steganography is to embed secret messages 

into digital content so that the secret messages are not 

detectable. All digital media, such as digital images, videos 

and audio files, can be used to hide secret information. 

However, digital images are often used for steganography. 

This is because nature images usually have higher degree 

of redundancy, which are suitable to embed information 

without degrading the visual quality of the images. 

Moreover, images are widely used throughout the internet, 

which usually arouse little suspicion than other digital 

media [2].   

In this paper, the secret information is first hidden in the 

cover image using Least Significant Bit (LSB) method at 

different bit positions, and then the resulted stego-image is 

encrypted in order to provide a high level security 

compared with that provided by LSB alone. 

 

2. Cryptography Techniques 

A cryptographic algorithm is a function used for both 

encryption and decryption processes. This function is 

dependent on a key value necessary for both encryption and 

decryption. The strength of a cryptographic algorithm can 

usually be determined by how difficult it is to obtain the 

key value [1].   

 There are two major types of cryptography techniques 

based on usage of keys. The first type is called symmetric 

key cryptosystems and these can be further divided into 

stream and block ciphers. Stream ciphers operate on a 

single byte of data, while block ciphers operate on groups 

of bytes. With these algorithms, keys used for encryption 

and decryption are the same. This requires that before 

sending a message, sender and receiver agree on the key 

[8]. Obviously, this requires the key be kept secret; anyone 

who knows the key can decrypt messages. Figure 1 shows a 

basic symmetric key encryption and decryption 

cryptosystem [7],[9].  

 On the hand, Asymmetric Key Cryptosystem, also 

called Public Key Cryptosystems, are designed so that the 

key used for encryption is different from the key used for 
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decryption. The cryptosystems are called “Public Key” 

because the encryption key can be made public, so any 

person can use the encryption key to encrypt the 

information, but only a specific person with the 

corresponding decryption key can decrypt the information 

to its original form. The basic idea that led to Asymmetric 

Key Cryptography (AKC) was that keys could come in 

pairs of an encryption and decryption key and that it could 

be impossible to compute one key given the other. Figure 2 

shows a basic asymmetric key encryption and decryption 

cryptosystem [10]. 

 

 

Figure 1. Symmetric Key Cryptosystem 

 

Figure 2. Asymmetric Key Cryptosystem 

3. Steganography Techniques 

Steganographic techniques can be classified based on 

the type of the cover media used to hide the secret 

information.   

 • Text-Based Steganography:  

This involves anything from changing the formatting of 

an existing text, changing words within a text or generating 

readable texts. For example, a reformat of the text may 

destroy the information encoded in the text. Additionally, 

text messages can be stored in different formats such as 

HTML, Postscripts, or PDF; the change from one format to 

another might be harmful to the embedded messages. Text 

hiding techniques include: The Line-Shift Coding, the word 

shift coding, feature coding, syntactic techniques, semantic 

techniques, and cover generation techniques [11].  

 • Audio Steganography:  

Like text files, sound files may be modified in such a 

way that they contain hidden information.  

Such techniques embed data in sound files using the 

properties of the Human Auditory System (HAS). 

Examples of audio steganography techniques include least 

significant bit, phase coding and echo Hiding.[11,22]  

 • Image Steganography:  

Compared to other types of steganography, image 

steganography has attracted extensive research as well as 

popular usability in recent years. This is due to the fact that 

huge amounts of data can be hidden without perceptible 

impact to the carriers and possibly because of the 

popularity of electronic images that have become widely 

available.  

An early work on the image steganography is Least 

Significant Bit technique (LSB) [12, 13, 14]. This 

technique is simple in both the embedding and de-

embedding (extracting messages) processes, but suffers 

several disadvantages. The recent advances in steganalysis 

have shown that LSB does not guarantee detestability, 

evidenced by the fact that they can be successfully attacked 

using statistical or even visual attacks [15,17, 22]. 

 

4. Proposed Scheme  

 

The main steps of the proposed scheme are indicated in 

figure 3 and listed as follows:  

• Convert the original secret text into ASCII then 

into binary form.  

• Insert the converted secret text into cover image 

using LSB method, the resulted image is called 

stego image.  

• Encode the stego image; the resulted encoded 

image will be in binary form.  

• Generate an encryption and decryption key.  

• Encrypt the encoded stego image using the 

encryption key.  

The reverse steps will be followed in order to extract the 

secret text. These steps are as follows:  

• Generate a decryption key.  

• Decrypt the received encrypted encoded image, 

the resulted image is the original encoded stego 

image.  

• Decode the encoded stego image; the resulted 

image is the original stego image.  

• Extract the secret text from the stego image.  

• Convert the secret text into its original form.  

Note that the encryption and decryption process of the 

stego image is performed using the same key.  
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Figure 3. the main Steps of the Proposed Method  

 

5. Evaluation of Image Quality 

The quality of any processed mage is usually evaluated 

subjectively and objectively. Objectively MSE (Mean 

Square Error), and PSNR (Peak Signal to Noise Ratio) are 

the two most often used parameters to describe the quality 

of the image.   

Mean Square Error depends strongly on the image 

intensity scaling. A mean squared error of 100.0 for an 8-

bit image (with pixel values in the range 0-255) looks 

dreadful; but a MSE of 100.0 for a 10-bit image (pixel 

values in [0, 1023]) is barely noticeable.  

PSNR is measured in decibels (dB). PSNR is a good 

measure of the distortion (noise) between the original 

image and the processed image. These two parameters can 

be calculated as follows: 

 
Where M, N are the image dimensions  

C(i,j) is the cover (Original) image  

S(i,j) is the stego image  

       Subjective evaluation depends on HVS (Human Visual 

System) and can be done by comparing the processed 

image with the original image. 

 

6. Results Presentation 

In this paper, five gray-level images “Lena”, “Baboon”, 

“Cameraman”, “Bird”, and “Moon” shown in Figure 4, 

were tested to show the effectiveness of our scheme. These 

images are 8 bits per pixel, grayscale; the size of the used 

test images is 256x256 and 512x512 pixels. 

 

 
Figure 4. Test Images 

The above test images were used as a cover to hide the 

secret information. Two secret messages of a size 3.9 KB 

and 39 KB were hidden. The resulted image that contains 

on the hidden message is called a stego-image which in 

turn is encrypted in order to provide more protection to the 

secret message. The following figures show the original 

image, stego image, encrypted stgo image and the 

recovered stego image. 

 
Figure 5. Original image, Stego image, Encrypted stgo image and 

Recovered stego image. (Lena) 

 

Figure 6. Original image, Stego image, Encrypted stgo image and 
Recovered stego image. (Baboon) 

 

Figure 7. Original image, Stego image, Encrypted stgo image and 

Recovered stego image. (Cameraman) 
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Figure 8. Original image, Stego image, Encrypted stgo image and 

Recovered stego image. (Bird) 

 
Figure 9. Original image, Stego image, Encrypted stgo image and 

Recovered stego image. (M00n) 

The quality of the stego-image is evaluated objectively 

and subjectively. Objectively the MSE and PSNR are 

calculated using the above equations. The obtained MSE 

and PSNR are shown in Table 1 and Table 2. 

TABLE 1.  PSNR AND MSE OF STEGO-IMAGE EMBEDDED WITH 3.9 KB 

INFORMATION 

 

TABLE 2.  PSNR AND MSE OF STEGO-IMAGE EMBEDDED WITH 39 KB 

INFORMATION 

 
 

Subjectively, in our case, when the secret message is 

hidden in the first LSB, second LSB, third LSB and forth 

LSB, it is very hard to distinguish the stego-image from the 

cover image, which means that the visual quality is very 

good. The following figures show a comparison between 

the original cover images and their corresponding stego 

images using the first LSB through the fourth LSB. 

 
Figure 10. Cover Images and Corresponding Stego-Images using First 

LSB 

 
Figure 11. Cover Images and Corresponding Stego-Images using Second 

LSB 

 
Figure 12. Cover Images and Corresponding Stego-Images using Third 

LSB 

 
Figure 13. Cover Images and Corresponding Stego-Images using Forth 

LSB 

The quality of the stego-image is degraded when the 

secret message is hidden in the fifth LSB through eighth 

LSB. The following figure shows the effect of hidden 

message when it is hided in fifth LSB through the last LSB 

which is represents the MSB. 

 
Figure 14. Cover Images and Corresponding Stego-Images using Forth 

LSB 

7. Conclusion 

In this paper, a new image steganography and 

encryption scheme is proposed. Two different secrete 

messages of different sizes are hidden into a set of cover 

images. The cover images are of 256x256 and 512x512 
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gray scale images. The resulted stego images are then 

encrypted to provide more protection to the secrete 

message. The main advantages of the proposed scheme are 

represented in the use of steganography and cryptography 

techniques respectively providing a high level of security 

since breaking cryptosystem depends on breaking its 

encryption and decryption key. The key is randomly 

generated in a form of binary matrix which makes it really 

hard even impossible to be broken. Experimental results 

show that the proposed scheme in this paper has a high 

security level and better image stego-image quality. 
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